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Cisco AnyConnect VPN Client (All Platforms)

In an effort to combine all the instructions into one set, this guide is meant for the installation and configuration of the
Cisco AnyConnect VPN Client on Windows and Mac operating systems.

Purpose: The purpose of the Cisco AnyConnect VPN is to allow your device to act as though it's on the Fuqua Network
while away from campus. To that end, you can connect to the VPN to remotely access your office machine using another
Remote Desktop application, access shared network drives, or access Ford Library resources while off campus.

1. Download and install the Cisco AnyConnect Secure Mobility Client for your platform: Software can be downloaded
from Duke OIT’s software site at www.software.duke.edu. (Search for “VPN Client” and download version specific
to your laptop operating system.)

* Windows: Save the download

Opening anyconnect-win-4.6.0304%- core-vpn-predeploy-k3.msi >

You have chosen to open:
ﬁ anyconnect-win-4.6.03049-core-vpn-predeploy-k9.msi

which is: MS| file (2.8 ME)
from: https://software.duke.edu

Would you like to save this file?

Save File Cancel

e Browse to file previously saved and double-click to initiate installation. Click OK to start

Open Executable File? >

“anyconnect-win-4.6.0304%- core-vpn-predeploy-k9(1).msi" is an executable file. Executable files
rmay contain viruses or other malicious code that could harm your computer. Use caution when
opening this file. Are you sure you want to launch "anyconnect-win-4.6.0304%-core-vpn-predeploy-
k9(1).msi"?

QK Cancel
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e Continue to accept/acknowledge all default options until installation is complete.

* Mac OS X: Download software and run the installer by double-clicking the AnyConnect.pkg file.
Select defaults for “Introduction”, “License” and “Destination Select”. For “Installation Type”, only
select “VPN” and “Diagnostics and Reporting Tool” options. Click “Continue” until software
installation is complete.

AnyConnect.pkg Profiles
Custom Install on “Macintosh HD*
Package Name Action Size
Introduction 7 VPN Install 15.4 MB
License Web Security ’ "
Wizt AMP Enabler kit 663 K
Destination Select ¥ Diagnostics and Reporting Tool Install 1.8MB
Installation Type Posture .

ISE Posture
Network Visibility
Umbrella Roaming Securily

Space Required: 17.2 MB Remaining: 965.63 GB
Installs the module that enables VPN capabilities.
afann

Go Back Continue

2. Once installed, launch the Cisco AnyConnect Secure Mobility Client and configure the VPN for the first
connection by either adding a connection with the server of ‘vpn.duke.edu’ or by typing ‘portal.duke.edu’ in the
connect to field.

® @ AnyConnect o]
Secure Mobility Client CISCO

I

L{['W VPN:

Ready to connect.

— vpn.duke.edu
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3. When prompted for a username and password, choose ‘Fuqua School of Business’ from the drop-down menu,
type your NetID and password in the appropriate fields, and click ‘OK’.

Cisc_o_AnyConne;t_ | portal.d _uk_e.edu_

.f’\} Please enter your username and password.
Group: | Fuqua School of Business
Username: NetlD

Password: ssssssss

Cancel |  OK |

4. Dialog box for Multi-Factor Authentication will appear. Select appropriate option in field, and click “Continue”

9 Cisco AnyConnect | Duke VPN =

car

——

MFA Option: | |

In the MFA option field, enter a passcode ~
(Duo/ffubikey) or the number of an option below:

1-Push to X-2092
2-Call to X-2092
3-Call to X-5685
4-Call to X-4082

Continue Cancel

Note: When not actively using the VPN, disconnect to allow proper network connections to your home network
and the Internet. The VPN will block certain features of your computer or device (Air-print, certain backup
software, etc).



